Activities Book — Secure Your Data

In these times of ransomware and data attacks, you want your important data to be as safe as you can
make it. In this session, we’ll discuss simple steps you can take to prevent unauthorized access of your
proprietary data — both user data and your hub library of procedures.

This book gives you the steps to:
= Run login logs to identify inactive users, and follow up to see if they need deactivation
= Review Roles and who is in each one
=  Review your password security, and update if desired
= Determine if you choose to password protect personally identifiable information

We invite you to use these instructions, to submit questions to training@franconnect.com, and if you're
really really stuck, we invite you to schedule a 1:1 session with us to help you through these processes.
You can schedule that time using this link: https://tinyurl.com/677y7tz8.



mailto:training@franconnect.com
https://tinyurl.com/677y7tz8

Contents

RUN LOES 10 1deNTity INACTIVE USEIS.....eeieeeiieeeeeeeeeeee e ee e e s e s e s s e s s s e sme e s s me e sne e s s e e e smnenenneasn 3
Deactivating INACTIVE USEIS ... e eeeeceeee e e e e e e e s s e e e e s e e s me e e e e e sne e s e e e snnesenneesn 4
Considerations in Removing Users from FranCoNNECT......ccoo iirioereeie e 4
Navigating the Admin > USErS INTEITACE .....coiiviiieeeeecee e s e e s enne e 6
Deactivating Corporate, Divisional or Regional USEIS ......cocceiiieirierreee e 7
Deactivating FranChiSe USEIS.......cuceioceereeeiieereie e see e s e e s see s s e e s see s ssme e s ee s ssne e s se e s s sneessnneesans 10
Review User ROIES aNd PermMiSSIONS.....cuuiciiiciiiiieisiierseee st s e e e s s s e s ne s sre e s e e s nnnesnseennas 13
INtroduction t0 ManN@INg USEIS...coi e cciieee e e e e ccetee s ce e e s s et e e s s eae e e s se st e e s seneeeesenseeeseneeeesenseessanns 13
VIieWINg ROIES @NA ThEIF USEIS ....uiiii e cciee ettt ee e s st e s s aee e e s e e e e e s e st e e s e ne e e e senn e e e senreeeessnneeesnnns 14
0T == L F = o {0 =TSR 15
Associating ROIES With USEIS.......uuuiieiiiiiccciiiiie et see e s an e e s s s nn e e e e e s s s e aannnneees 17
Changing ROIE PeIMISSIONS.....uuiiicciiieicciee et ee et ee e e e s e s e e e s e e e s e s e e e e e e aae e s e e sae e e e e sneeesesnneeesennnnes 18
ReVIEW YOUTI PASSWOIT SECUIILY ..uuiiiiiiiiiiiiiieie ittt e st se e e st e s e s s s s s ne e s s nn e e e ann e e s s ann s 20
Specifying Password REQUIFEMENTS ..cciicieii e cceiee st nr e s nr e e s nann e e s eane s 20
Defining Password SeCUrity PArameTers .......cciiieieciereeee e eee e e s s e s 21
AdMINISTENNG PASSWOITUS ....ueeiiieeiieeeeeesseee e sreesssseesse e e s sseessse e s s sse e s e e s sseeseneesenseesneessneeesaneessnseesanes 23
RESETLING PASSWOIUS .....eieieeieiieeeeee e st e s s see e s e e s e s e e e s ne e sene e e s e e e s me e e e ne e sneesaneeesnnesenneesanes 23
Users resetting their OWN PASSWOITUS......cuiueerirerreeeeeeeesreesseees e e s e e s see e s e e s s see e ssneesseesssneessnsessanes 24
AdMINiStrators reSetting PASSWOIUS .....cciceierieerreerereee e see e ssee s ee s sse e s e e e s ene e s e e s e e e s aneeseneesneess 26
Determine if you choose to password-protect Personally Identifiable Information (PII) ...................... 27
LYY= ol LI 00T g =0 T o] o R 27

oI (T2 L oI o | =T Lo L ST 29
oI F= = TR T LI 1T o RS 30



Run Logs to Idenfity Inactive Users

To view the number of users in the system, and identify inactive users, go to Admin > Access Control,
and choose the Login Logs section.

Q Type and press enter Recent /S:
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You'll be taken to the Login Logs interface. The main page is a listing of all users, called the “System
Details” tab. You can click on any blue user listing to see the details for that subset, for example, just
Franchise Users. The tabs across the top will allow you to sort them by their login status.

Admin = Access Control = Login Logs > System Details

EESULERTRY Users Logged In | Usersnot Logged In | Current Logged InUsers | Report

*From Date *To Date:
098/12/2021 = 10/12/2021 =
Users Total Active User Logins Average Logins Per Day
System Users 241 120 2 0.06
Corporate Users 143 42 1 003
Brand 4 1 1 0.03
Regional Users 1 8 0 00
Franchise Users 8 6 0 0.0

Total system time (hoursimin:sec): 00:00:46

Average No. of logins of a user: 1

Search on User Name:  Search

Search by Franchise Owner:  Franchise Owners v




For our purposes, we’re looking for users who have not logged in recently. Click the “Users not Logged
In” tab, and select a reasonable time range for inactivity. The default will be the past month.
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System Users v

User Type

Corporate User

Corporate User

Franchisee User

Corporate User
Corporate User

Corporate User

Corporate User

Franchisee User

Franchisee User

Role
*Develop

Corporate Administrator
Corporate Administrator

Detault Franchise SSO Rote, Training admin,
Corparate - Nol

Corporate Adm

Corporate Administrator

Corporate Administrator

Corporate Adm
Fole, Default Co

Corporate - Non Admin, Default Franchise Role

imin, Default Franchise Role

in, Corporate - Non Admin, Default

tems 1 - 20 of 119 | First | Prev |1

Last Login Date » Last Login IP Address
08/02/2021 151.200.236.252
03/26/2021

03/19/2021

03/16/2021

01/15/2021

01/15/2021

01/15/2021

01/15/2021 104244.16.66
01/15/2021 100.36.24 91

1/15/2021 99.27.80.149

You can sort by login date to see the most recent logins at the top, or the least recent. Least recent will
float to the top those users who have never logged in, which is a good place to start deactivating users.

SYSTEM USERS
Name
Nathans One
CCO Executive

Fran Two

Login ID
c0l
cco

foz

User Type
Corporate User
Corporate User

Franchisee User

Role
Default Corporate Role
Corporate without access all leads

Corporate - Mon Admin, Default Franchise Role

Last Login Date .
Never Logged In
Never Logged In

Never Logged In

You can export this list to an Excel sheet to share with non-FranConnect users in determining users who

should or should not still have access. Click Export as Excel at the bottom of th listing.

Sania Tutie

Tetra King

Export As Excel | Back

sania

tetra

Deactivating Inactive Users

Franchisee User

Franchisee User

Corporate - Non Admin, Default Franchise Role

Corporate - Non Admin, Default Franchise Role

Considerations in Removing Users from FranConnect

Never Logged In

Never Logged In

Users in FranConnect remain active indefinitely unless you’ve made them a guest user or unless you
deactivate them. When a user is deactivated, the user can no longer log into FranConnect.

There are two methods for removing users from FranConnect — you can deactivate them, or you can
delete the user record. Typically, the only reason to delete a user is in the case of a test user added that
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you want to “disappear” from the system. Actual users will have history and relationships that you may
want preserved, at least for historical records.

Clicking Deactivate next to a user’s name will remove their access from the system and move their
record to the Deactivated Users tab. Deactivated users can be reactivated.

Clicking Delete next to a user’s name will remove the user from the system. This is a non-reversible
action.

For this reason, the best practice is to deactivate users rather than delete.

These are the considerations for deactivating or deleting users. Detailed steps are given after this chart.

Corporate, Divisional or Regional Users Franchise Users

Will this person’s duties be assumed by someone who does not yet have a user ID for FranConnect?

1. Add anew user of the appropriate type 1. Add another owner or employee to the
from the Admin interface. franchise record in Info Manager, owner
or employee tab.

2. Add a user ID for the new owner or
employee in the Admin interface.

Is this user a Default Owner of incoming CRM leads?
1. Reassign default ownership at 1. Reassign default ownership at
Admin > CRM > Setup Default Owner Admin > CRM > Setup Default Owner >
>Default Owner Default Location Owner

Is this user a Default Owner of incoming franchise development (Sales) leads?

1. Reassign default ownership at
Admin > Sales > Assign Lead Owners (not applicable)

Is this user associated with tasks in various areas of the system?

1. Choose to deactivate user in 1. Choose to deactivate user in
Admin > Users > Manage Admin > Users > Manage Franchisee
[Corporate/Divisional/Regional] Users Users

2. Choose the user to delete/deactivate and 2. Choose the user to delete/deactivate and

choose that action on the Action Wheel

3. Choose “Reassign” in the dialog box and
choose the user who will assume each
type of role

choose that action on the Action Wheel

3. Choose “Reassign” in the dialog box and
choose the user who will assume each
type of role



https://gingerdemotraining.franconnectdemo.net/fc/control/administration#Contact_Manager
https://gingerdemotraining.franconnectdemo.net/fc/control/administration#Contact_Manager

Navigating the Admin > Users interface

To manage user accounts, go to the corresponding user page where you will find the list of users.

&5 Users

and permissions and export users information.

» Corporate User
Manage corporate users and their login
credentials.

= Regional User
Manage regional users and their login
credentials.

Administer system users settings - manage users and their login credentials, define users roles

» Brand User
Manage Brand User and their login
credentials.

» Franchise User
Manage franchise users and their login
credentials.

You can use the Search option at the top to search for different users.

Deactivated Users

A-C D-F G-I J-L M-0 P-R 5-u V-X Y-Z All

Country
All Selected v| Mike|

To view information for a specific user, click the account hyperlink to open the information about that
user account.

Active Corporate Users | Y0 e T ltems L - 10f 1

[ | Name a City / State Phone Phone Extension Email Job Title Mabile Action

] | Mike Bartel Reston / Virginia (703) 555-1234 michael bartel@franconnect.com f-2 4
Send Message J| Change Password m

Details of Mike Bartel

Mike Bartel (Corporate User)
Reston, Virginia, USA
Phone: (703) 555-1234
Time Zone : CMT -05:00 US/Canada,Eastern

Email : michael_bartel@franconnect.com

Close




To modify a user account, use the action wheel for a variety of functions, such as modify, change
password, deactivate and delete.

Active Corporate Users [N eI ltems 1 - 1 of 1

[ Name o City / State Phone Phone Extension Email Job Title Mobile Action

[l Mike Bartel Reston / Virginia (703) 555-1234 michael bartel@franconnect.com [+ 2 4
Modify

Change Password
Send Message
Upload Picture
Delete

Deactivating Corporate, Divisional or Regional Users

Go to the appropriate user type in the Admin > Users menu.

&5 Users

Administer system users settings - manage users and their login credentials, define users roles
and permissions and export users information.

» Corporate User » Brand User
Manage corporate users and their login Manage Brand User and their login
credentials credentials

» Regional User » Franchise User
Manage regional users and their login Manage franchise users and their login
credentials credentials

Navigate to the user to deactivate and click the action wheel to the right of the user’s record.

QU Type andpress enter Recent  Saved Searches o o @ FranConnect Adminisrator

drin > Users > Manage Franchise Users

—

AC DF Gl JL MO PR SU | VX | ¥Z AU

Area / Region Country Job Title Franchise ID Franchise Owner MUID

All Selected * Al Selected v AllSelected Al Selected v Al Selected v AllSelectsd v Search user by Name

.

Type of Uses. 0 - Owner, E - Employee In Dev. f CL genates Ct MU : Multi-Unit
ACTIVE FRANCHISE USERS EZEEErIlT Ttems 120 of 66 | First | Prev |1 | 2 | 3 | 4|Next | Last
) ¥ UserName. Franchise 1D /MUID City / State Phone Phone Extension Job Title Action
u} Aaron Dixon (O} Saket123 (MU) Herndon [ Virginia (404) 788-2335 {-24
Modify
] Adam Smith (G} Asmith (Mu) Herndon { Virginia (703) 390-9300

Change Password

Alexa Jos (0) 88-1001 (Central mall) (CL iest Des Maines / lowa (866) 958-3748 G

T

Andy Addon (E) 1234 (Jersey City West 2) (in Dev) ROCKVILLE / Marytand (301) 5551212 = av

Upload Picture
O AngeBoua (o) 1028 (Reston Town Center) Reston /Virginia (404) 788-2395 Deiste N
O AnnieAddon (E) 1234 (Jersey City West 2) (in Dev) ROCKVILLE / Maryland (301) 555-1212 ax

Ashi Jonas (0] 1234 (MU) Reston Beach / Virginia (123) 456-7890 ar
O Ashiey Momms(C) MU_T (M) Columbus / District of Columbia (887) 457-6890 o~
O Austn Franchisee (€} 2001 (Mu) Philaelphia / Fennsylvania (610) 555-1212 a-
O AustinFranchisee (€] 2001 (MU} Philadelphia / Pennsylvania (202) 452-5457 o~

&P Quick Links]



If the user was attached to any records in the FranConnect system, you’ll see a dialog box like the
following, indicating what records were related to the user. You’ll be offered the opportunity to reassign
those items to a current user before deactivating the departing user.

DEACTIVATION OF CORPORATE USER
iated with 445 Active Lead(s), 14 Archive Lead(s), 12 Ticket(s), 5 Archived or Closed
Opener Checklist(s), 28 Sales Task(s), 22 Sales Completed Tas 56
12 Info i Custom Profile(s) of 7 Franchise Location(s), partment

= !
Course(s) and & Field Ops Visit(s). If you wish you can reassign these records to some other use
before Deactivation.

It is strongly recommended that you reassign everything, to avoid ongoing work falling through the
cracks of assignment and reminders. The only exception to this is Courses, which are training course
items that the departing user was taking, and don’t need to be reassigned to someone else to take.

If you choose to Deactivate or Delete without reassigning, the user’s name remains associated with the
items, and will be reported, etc. The user will not receive reminders or alerts, so the items can
potentially be ignored. The next time a record is opened, for example a lead record, that record may not
be saved with the deactivated user associated, and you’ll need to reassign before you can save the
record.

If you deactivate without reassigning, you can choose to reactivate the user to see what remains
assigned to them, and choose to deactivate again, this time reassigning the items. If you delete, you will
have no easy way of seeing what items are still associated with the deleted user.



If you choose to Reassign, you’ll see a dialog listing the records associated with the user, and you’ll be
able to choose an active user to assign the items to.

Item Reassign To

Opener Chacklist(s) 200 Select
Active Lead(s) 445 Select
Archive Lead(s) 14 Select
Sales Task 28 Select
Sales Completed Task 22 Select
Info Mgr Task Count Select

Info Mgr Completed Task
Count

Select
Ticket Count 12 Select
Archive Ticket Count 5 Select
Custom Profile(s) Select
Course 13 Select
Department Count 1 Select

Field Ops Visit(s) Select Auditor

You can click on the Count of any item type to see the associated items, but it is not possible to reassign
individual items. You are not required to fill out all the reassignment fields. Any you leave blank will
remain associated with the deactivated user.



Reassigning Default Sales Owner

Go to Admin > Sales > Assign Lead Owners. If the desired user is the default Owner for unassigned
leads, change the default owner to another user and choose “Update”.

= ?franconnect Q. [rype and press enter 0] e # @ Sherry Stanton v

Admin = Sales = Assign Lead Owners
ASSIGN LEAD OWNERS

@ Note:
» Ifthe Lead Owner Assignment Scheme fails to assign a Lead Owner, then the Lead will be assigned to Default Owner.

SELECT DEFAULT OWNER

SELECT LEAD OWNER ASSIGNMENT SCHEME
® Assign Lead Owner by Round Robin

Assign Lead Owner by Sales Territories

Assign Lead Owner by Lead Source

Assign Lead Owner by Division

Reassigning the Default CRM Lead Owner

For Corporate Users, go to Admin > CRM > Setup Default Owner. If the desired user is the default
Owner for unassigned leads, change the default owner to another user and choose “Update”.

BEEAeG 8 Default Location Owner

@ Note :

» Setup Default Owner feature is used to assign all the unassigned zip / postal codes associated with the Franchise
Location to the selectad Default Owner.

» Ifthe Lead/Contact added through webform can not be assigned to Franchise user based on Default Location Owner,
then contact/lead will be assigned to following Default Lead/Contact Owner.

» Ifthe Lead/Contact added through webform can not be assigned to Franchise user based upon Assign Zip / Postal
Codes to Franchise Users mapping, then lead/contact will be assigned to following Default Lead/Contact Owner.

Fields marked with ™ are mandatory.

SETUP DEFAULT OWNER

*Default Owner: Frank Menger A

Deactivating Franchise Users

The procedure is exactly as described above for Corporate, Divisional and Regional users, with one
additional consideration. If this user is the only user associated with the Franchise ID, you’ll need to
enter another franchise user before you can reassign. If this is the case, you’ll see this message when
you try to re-assign.
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Item Reassign To

Opener Cheacklist(s) 12 No Franchise User available v

When deactivating or deleting a user, you may see the following error: “This user is Default Contact
Owner. If you wish you can make Default Contact owner to some other user before Deactivation.”

Deactivation of Franchise User

This user is Default Contact Owner.If you wish you can make Default Contact Owner to some other
user beforeDeactivation .

This item can’t be done on the “Reassign” screen. A user may be a Default Owner of incoming franchise
development leads (Sales Module), if they are a corporate user, and/or of incoming franchisee business
leads (CRM Module) if they are a franchisee user. You'll need to check both places if you get the error
message shown above. To correct this error, close this dialog box and follow the appropriate steps for
the user type you’re deactivating. Close this dialog box and take the steps below to reassign Default
Location CRM Lead Owner.
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Reassigning the Default Location CRM Lead Owner
Go to Admin > CRM > Setup Default Owner.

If the user is a default owner for a specific service area, choose the Default Location Owner tab and
select the Franchise ID that the user belongs to. Reassign the franchise ID to the new owner and choose
“Update”.

Default Owner REEEINIART T Lol

Note:

»  Setup Default Location Owner feature is used to assign all the unassigned zip / postal codes associated with the
Default Location to the selected Default Location Owner.

» Ifthe Contact/Lead added through webform can not be assigned to Franchise user based upon Assign Zip / Postal
Codes to Franchise Users mapping, then contact/lead will be assigned to following Default Location Owner.

Fields marked with ™ are mandatory.

SETUP DEFAULT LOCATIONS OWNER

*Franchise|D: 1000 v *Franchise User: Kurt Menger v
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Review User Roles and Permissions

To avoid unnecessary data mistakes, it’s best to limit user roles to just the data or screens that each user
needs to see. This is done in the Access Control > Roles interface.

Introduction to Managing Users

There are different user types, based on the roles performed in FranConnect. They are outlined in the

chart below.

User Types

What records they can see

What software they can access

Corporate Users

Information for all records

See all licensed modules. If assigned an
administrator role, also see setup gear
next to login ID, which allows access to
the Administration Page for setup and

modification of licensed modules.

Divisional Users

Information for the brand or
other divisional entity that they
are associated with, if the system
hosts multiple brands across a
franchisor

See all licensed modules.

Regional Users

Information for the geographical
region that they are assigned to

See all licensed modules.

Franchise Users

Information for franchises that
they are associated with. Single-
unit owners see only one unit;
multi-unit owners can see all
units they are associated with.

No access to Sales or Info Manager
modules. If assigned as a unit
administrator, may administer other
users only in their owned units.

In order to manage a user, you need to know what type of user they are, to navigate to their user
record. If you are making many changes, you may wish to export a list of users first, to have an easy
reference to the user types of the people you’re deactivating. To export users, go to Admin > Users >
Export Users. Choose Export as Excel without specifying any parameters to get a complete user list.
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Viewing Roles and their users

To see what roles are available in your system, choose Admin > Access Control > Roles.

Q Type and press enter

-
% Users
- - - -

o = - -

Area / Region Management \

» Cor e »
Manage corporate users and their login

Brand Management credentials

> Fra

hise User
Manage franchise users and their login
credentiats.

F
Franchise Location

Configuration

+ Bxport

Export users information to XML/CSV/Excel
sales

FOD Management
. Access control
Site Clearance

@ Opener
Roles >
Info Mgr Defiine user rotes and associate privileges with
them
4 TheHub v S
View detaited login repotts of various system
& Support users for a selected duration.
+ Form Ger »
@ Tainin
. View logs of activities done through Form
Generator
& FRoyatty Mgr
» VisitForm Logs »
Visits View logs of changes made in Visit Formin a
given duration
@ Zip/Postal Code Locator * News Log:

View records of news items downloaded by
various users,

Marketing

§  Manage Address

%, Area/Region Management
o

& Quick Links}

M users settings - manage users and their login credentials and export users information

Brand

Manage Brand and their login credentials.

Manage suppliers information along with
products they supply.

Manage logs for actions performed, define users roles and permissions and modifications made in different entities of the system. You can set fiter parameters to view log reports corresponding to the

View account details of il user categories for
2 selected duration.

Deleted Log:
View detailed records of deleted entries for a
defined duration

View logs of activitles done through Web Form

Generator
Library Log
View download details of specific library
documents.

0 [5] @ rwoocrss -

jonal users and their togin

port Users
Import users using CSV/TXT file.

BackToTop

View status logs for system users for a defined
duration

View records of system exports in a selected
duration

> Tab at

View logs of activities done through Form
Generator for Tabs

> The hed Logs
Views records of searches performed by
different system users on The Hub module

BackToTop

You'll see a list of Roles, divided by what kind of user they apply to. Click on the blue Role Name to see
the list of privileges that role has, and change tabs to see the users assigned to that role.

Admin = Access Control = Roles = *Develop

Assigned Users

Role Type: Corporate Level

ROLES

No. Privileges
1 Can Manage Administer

Can Administer Users
Can Manage Corporate User
Can Manage Brand
Can Manage Regional User
Can Manage Franchise User
Can Manage Supplier
Can Manage Export

Can Manage Users Import

Description

Grants access to Administer module
Grants access to Admin Users section
Grants access to Admin Corporate User
Grants access to Admin Brand

Grants access to Admin Regional User
Grants access to Admin Franchise User
Grants access to Admin Supplier

Grants access to Admin Export

Grants access to Users Import
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Creating Roles

In FranConnect, Roles help you designate privileges (responsibilities) to users. This ensures that users
only have access to those system functions that are necessary for the completion of their job.

1. From Admin, select Roles.

#» Users

» Corporate User
Manage corporate users and their login
credentials.

» Regional User
Manage regional users and their login
credentials.

= Suppliers
Manage suppliers information along with
products they supply.

Administer system users settings - manage users and their login credentials, define users roles
and permissions and export users information.

» Brand User
Manage Brand User and their login
cradentials.

= Franchise User
Manage franchise users and their login
credentials.

= Roles
Define user roles and associate privileges
with them.

2. Click Add New Role.

Admin Roles

Add New Role

No. Role Name

Corporate Roles

1 Admin Franchisee

Users Assigned Action

10 [ 2]

3. Click on the drop down to select the Role type: Corporate, Brand, Regional, Franchise Level and

then input the Role Name.

Admin » Wsers > Boles » Add New Role

n 2 3

Profite Accesyie Contert

Role Detalls

Role Aspignment

Choote Privilenss for uters who

Role Name = | |

Reglonal Leve!
Franchise Level
W sr ses s e vie e - OO

15

Click on the master check box to select all the privileges in that section or select the individual

boxes to be more discerning with privileges.
Role Details

Role Type - Corporate Level v

‘Role Name :

Choose Privileges for users who will be assigned this role

No. Privilege Description

Corporate Level Privileges

1 Can Manage Administer Grants access to Administer module

Can Administer Users Crants access to Admin Users section

# Can Manage Corporate User Grants access to Admin Corporate User [}
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Lastly, select Yes or No to grant access to Documents and News then click Submit.

The content in different sections for a user is controlled by the role(s) assigned. By default, users of this new role will not be able to see the content in the
following sections. Click Yes in case you want to change this behaviour.

Documents : Yes = No /

News : Yes = No

After clicking Submit you can assign the role to a user who is already in another role, you can
select who you want to assign the role to, or select assign later to postpone placing a user into
this role.

admin > Usars = Roles > Modify Bole = Change Users for Role "Accounts Role™
Assign Role

1 2 3]

Profile Aceatsible Content Role Astignment

Select Users to Assign Role "Accounts Hole"

Assign "Accounts Role' role to all users
currently in ' F?FDFIM No User Creation L)

Remove existing users from the selected role?
Assign
OR

Assign 'Accounts Role' role userwise? W% | Assign Later




Associating Roles with Users

1. From the Users section in Admin choose the user type, Corporate, Brand, Regional or Franchise.

&5 Users

Administer system users settings - manage users and their login credentials, define users roles
and permissions and export users information.

» Corporate User » Brand User
Manage corporate users and their login Manage Brand User and their login
credentials. credentials.

» Regional User = Franchise User
Manage regional users and their login Manage franchise users and their login
credentials. credentials.

2. Click the action wheel beside the user you want to associate with a Role.

Deactivated Users

A-C D-F G-I J-L M-O P-R | 5-U | V-X ¥-Z All

Country
All Selected v Search user by Name

Active Corporate Users | [ULEe TIETHIEHS ltems 41 - 60 of 136 | First | Prev | 1 | 2 | 3 | 4| 51 6 | 7 | Next | Last | Show All
[ | v Name a City / State Phone Phone Extension Email Job Title Mobile Action
o Angelee Brown Reston / Idaho {321) 654-3211 test@test.com v
(] Barry Hyland City / Alabama (888) 888-58888 testfran@franconnect.com Ly

3. Click Modify.

Active Corporate Users | [YIEe I E R IEES ltems 41 - 60 of 136 | First | Prev | 1 | 2 | 3 | 4 | 5| 6 | 7 | Mext | Last|Show All
[ v Namea City / State Phone Phone Extension  Email Job Title Mobile Action
(]} Angeles Brown Reston / Idaho (321) 654-3211 test@test.com A

Modify
(] Barry Hyland City / Alabama (888) 888-58888 testfran@franconnect.com -
Deactivate

4. From the Role Dropdown, select the role(s) you want to give the user.
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Fields marked with © are manda)

User Details

‘Login ID - angelee

User Type: Normal User v Expiration Time (Days) : Mot Applicable
‘Role | | Mo Payment Due, Renamed Corp 550 Role v [ “Time Zone: CMT -05:00 US/Canada/Eastern v
Q | Allow DST: ¥
[ Select Al =

Personal Details Admin Franchisee

@)

corp test role

@]

Job Title Language : English v

Corp Training Manager
“First Name “Last Name : Brown

o

[] Corporate Admin - Cannot Create Users
Address
[| Corporate Administrator
(] Corporate no Admin - #~
City —Rester Country : USA v
Zip / Postal Code “State / Province . ldaho v
‘Phonel: 3216543211 Phonel Extension :
Phone2 : Phone2 Extension :
Fax : Mobile :
“Email :  test@test.com IP Address :

Consultant? - [

[Rose
5. Click Save.

Changing Role Permissions

If you find that you need to adjust privileges, you can make edits to the Roles you’ve already created.
1. From Admin, select Roles.

&5 Users
Administer system users settings - manage users and their login credentials, define users roles
and permissions and export users information.
» Corporate User » Brand User
Manage corporate users and their login Manage Brand User and their login
credentials. credentials.
» Regional User » Franchise User
Manage regional users and their login Manage franchise users and their login
credentials. credentials.
= Suppliers » Roles
Manage suppliers information along with Define user roles and associate privileges
products they supply. with them.

2. Select the action wheel for the Role you want to adjust.
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20 Library Manger
21 Limt FIN access in FIM
22 Marketing Director

23 Marketing Manager

Select Modify Privileges.

20 Library Manger
21 Limt FIN access in FIM
22 Marketing Director

23 Marketing Manager

9 ov

9 ov
4
6 Ov
9 Sv
9 v

=]

4 v
| Maodify Privileges
odity Content "2

Click on the master check box to select all the privileges in that section or select the individual

boxes to be more discerning with privileges.
you wish to remove certain privileges.

Role Details
Role Type:  Corporate Level v
Role Name :

Choose Privileges for users who will be assigned this role

No. Privilege Description

Corporate Level Privileges

Boxes granting privileges can also be unchecked if

1 Can Manage Administer Grants access to Administer module /

Can Administer Users Crants access to Admin Users section 4—"—'—-_'
# Can Manage Corporate User Grants access to Admin Corporate User
Click Submit.

14 «Can Manage Field Ops

Can Access Visits
# Can Schedule / Modify Visits
# Can Delete Visits
# Can 5tart Visits
# Can Update Visits
# Can Update Visits After Completion

__ Can Start/Modify/Update Visits Assigned 1o
* other Users

Can access Field Ops tasks
# Can Update Tasks of other Users

Can Add / View tasks of other users

[ooma ] Gorc

Grants Access to Field Ops

Crants Access 1o Visits

Crants access for Scheduling Visits

Crants access for Deleting Visits

Crants Access to Start Visits

Crants Access 1o Updarte Visits

Crants Access to Update Visits After Completion

Crants Access to Start/Modify/Update Visits that are Assigned to other
Users

Crants access to Tasks in Field Ops

Crants Access to Update Tasks of other Users

Crants access to Add / View tasks of other users

After clicking Submit you can assign the role to a user who is already in another role, you can
select who you want to assign the role to, or select assign later to postpone placing a user into

this role.



Assign Role
1 2 E

Profile Accessible Content Role Assignment

Select Users to Assign Role "Marketing Director”

Assign 'Marketing Director' role to all users
currently in - Renamed Corp 550 Role v

L Remove existing usars from the selected role?

OR

Assign "Marketing Director' role userwise? : (88 Assign Later

Review Your Password Security

When you set up a user in FranConnect, they will need a user ID and a password to access the system.
Their user ID will be associated with one or more Roles, which determine what portions of FranConnect
that they see and which functions they can use. To prevent unauthorized use of FranConnect, a
password is associated with each user ID.

Specifying Password Requirements
You can set up several parameters for passwords, in the Admin > Configure >

= ‘?franconnec! Q - [ . (] @ @

SackToTop
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You can define the requirements for passwords in this screen.

= ? franconnect Q, Type and press enter 0D 0 ﬁ @ v

Admin = Configuration > Configure Password Settings
Fields marked with * are mandatory.

CONFIGURE PASSWORD SETTINGS

Force user to change password on first login: @ Yes O No

Force user to change password at regular intervals:  ® Yes O No

*Days after which password has to be changed: 0
Password
Duration

Send email prior to change password . ® Yes O No

*Days before which mail hasto besent: 0

“Minimum ne. of characters: &

*Maximum ne. of characters: 30

Allow Capital and Special characters:  ® Yes O No Password
*Minimum no. of special characters: 0 Strength

“Minimum no. of capital characters: 0

Minimum no. of digits: 0

No. of previous passwords that can't be used for a new password: 0

Lock user after invalid login attempts:  ® Yes O No |nva|id
Login

Response

*No. of invalid attempts: 0

“Lock time period (minutes): 0

[ save | cancel|
Defining Password Security Parameters

There are three criteria that FranConnect lets you control to keep your data safe, described here.

Password Duration — changing passwords frequently is one defense against malicious parties who try to
guess passwords using automated methods. There’s a balance between discouraging outsiders, and
changing passwords so often that legitimate users need password help frequently. It’s advisable to force
users to change their password on the first login, so that even the person who set them up does not
know their password once they have logged on. If you choose this option, it’s not necessary to set a
strong password when you set the user up initially, since they will be changing it immediately anyway.

Forcing users to change their passwords at regular intervals is desirable but not required; your decision
will be balanced between the sensitivity of your data and the technical acuity of your user community. If
you have no Pll concerns, and a low-experience community, you may choose not to force password
changes routinely. If you choose intervals to change the password, you will choose the number of days
of the interval — for example, every six months is an interval of 182 days. It’s convenient for users if you
advise them before their password expires, and you can choose the number of days ahead, typically
from 1 to 7 days. In addition, you can strengthen password security by preventing users from using
previous passwords, for example jumping back and forth between two passwords, to keep security
higher.
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Password Strength — the harder a password is to guess, the more secure it is. In this section of the
screen you can set a minimum number of characters — the default is 8 —and a maximum number of
characters. You can set this quite long, for more security, but typically the default of 30 characters
exceeds what most users are willing to type to enter the system. Requiring special characters such as
capital (upper-case) letters, symbols such as #, S, 1, etc, and numbers makes passwords harder to guess
through automated methods, and is recommended.

Response to Invalid Logins — another way to make it harder for malicious parties to guess passwords is
to lock users out after a limited number of login attempts. In this section, you can specify the number of
attempts before a user is locked out, and the period of time for which they are locked out before they
may attempt login again.

CHANGING PARAMETERS FOR EXISTING USERS

If you change your password parameters and users are in the system, you'll be asked if you want to have
your users change their passwords to conform to the new guidelines on the next login. You can choose
“Yes” to bring everyone into conformance, or “No” to grandfather existing passwords until the next
scheduled reset time.
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Administering Passwords

Users are assigned passwords when their user records are made initially, and you have the opportunity
to force them to change their passwords, both on first receiving login credentials, and periodically. Users
changing their passwords see this screen. It displays the parameters for password strength, and requires
their old password, to ensure that they have the right to change the password, and then a correct entry
of the same new password twice in a row to prevent mistyping the new password.

Dptions > Change Password

(W ELGENETANHIG I Change Secret Question  Change Profile Info | Configure Mo
Change Password

@ Note
» Password must be between & and 30 characters long.

» Password must contain at least 1 digit(s).

Change Password

‘Old Password :
‘MNew Password :

“Confirm Password -

Users can additionally change their password at their discretion from their own Options screen,
accessed by clicking the drop-down next to their login ID at the upper right of the interface.

@ Sherry Stanton .

Search

Logout

Resetting Passwords
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Users resetting their own passwords

If a user logs in with the wrong username/password combination, a dialog is displayed that lets them
know that they have entered the wrong combination and gives them the option to reset their password

by having a link sent to their email address.

Incorrect Login ID or Password !

Password

Forgot Password?

Clicking on the “Forgot Password” link takes the user to a screen that asks for their login ID and to press
a “Reset” button, which will send an email to the address associated with the account. If the Login ID
entered isn’t in the system, the error message “This Login ID does not exist” will be displayed, indicating
that it’s the ID and possibly not the password that is the problem.

\> franconnect
»

sherry.stanton

Back to Login

Need help signingin?

T L8 -

File ~ Message  Help

Login credentials for FranConnect Franchise Management System -...

Q Tell me what you want to do

s W B e £ mrlel i Q : »

Q- Delete Archive | Respond | Quick | Move | Tags Report
<) Steps ~ - Message~ -

Editing | Speech | Zoom | Insights FranConnect

Delete QuickS... Zoom Protection A

Login credentials for FranConnect Franchise Management System

) Reply | % ReplyAll | —> Forward

noreply@franconnect.com

To Sherry Stanten Mon 4/20/;

(&) If there are problems with how this message is displayed, click here to view it in a web browser.

Login Credentials

Dear User,

In response to your request, please click here to reset the password.

Thanks,

The FranConnect Support Team

When the user clicks the link in the invitation email, two things happen.
e They will be sent another email with a One-Time password, to use in the reset screen. One-time
passwords are an important feature to prevent malicious re-use of the password reset screen

link.

e They will be taken to the password reset screen, which will show them the password
parameters and ask for their login ID, and for them to type their new password twice (to avoid
mis-types). This is the time when they will be asked for their One-Time Password from the

second email, as well.
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5? franconnect

Create a New Password

Password must be betwes

n 8 and 30 characters long.

The OTP is sent to your registered Email 1D.

a

Create New Password

Contact Support




Administrators resetting passwords

Occasionally a user needs help in getting into their system and requires help from the system
administrator. When a user needs help, determine the following:
e |sthe user a corporate, divisional, regional or franchise user? You will administer each type in a
different place.
e  What is the user’s login ID?

Go to Admin > User Administration and choose the appropriate user type, and search for your user by
name. Note, if the user is not found, they may be a different user type, for example a franchisee instead
of a regional user. Try each user type before adding a new user.

....................

AC DE G M WO e suvx vz M
ex
ACTIVE CORPORATE USERS EXETITINE ome 2200124 e Pov 3

Manage Franchi e Users

AC DF Gl 4L MO PR SV

s}

ACTIVE FRANCHISE USERS BN

When you have located the user, you can change their password directly from the action wheel.

Job Title Action

Admin = Users = Manage Corporate Users > Change Password for " Drew Hammitt "
v
N ify @ Note :
» Password must be between 8 and 30 characters long.
Sr.Educa -
CHANGE PASSWORD
Education® T f+ 24
*New Password :
Send Message
. v *Confirm Password :
Upload Picture L °
Delete e [z [a==]

The new password you choose must conform to the rules you have set up in the system, but when you
change it, the user will not be challenged for a one-time password or asked to change it on login; it is as
though the user had changed it from their Options screen.

If, after a password reset, a user still has a problem, it may be that they are not typing their User ID into
the system the way it has been assigned. To check for this, choose “Modify” from the action wheel for
the user’s record, and check the User ID against what they are entering. If they wish to change their User
ID, for example to match other IDs they use, you can do this in this screen.

Admin = Users > Manage Corporate Users > Modify Corporate User " Elizabeth Colon "

USER DETAILS

*Login ID: Iliz_colon |
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Determine if you choose to password-protect Personally Identifiable
Information (PII)

Some information inside FranConnect, such as financial data, shouldn’t be in plain sight for any user who
has credentials. For this reason, you can flag fields which contain this information, and then users will
need to know the password to retrieve this information. You can see whether fields are flagged this way
in the Form Generator tab. They'll be flagged in the PIl column.

AGREEMENT DETAILS Modify Fields Position
No. Field Name Display Type Validation Mandatory Active | Pl |Keyword AddtoCenterinfo Action
1 Approved Date Date Date - 2 R v
2 Date Executed Date Date 2 t.3 E- 24
3 Effective Date Date Date ® v - ® ® L34
4 Opening Date Date Date ® = E 34

Using Pl Configuration

PIl allows you to hide information in fields that contain Personally Identifiable Information like SSN.
From PII Configuration in Admin you can create a password that will show the Pl details.

To add a password for Pl fields
1. Under Configuration select PIl Configuration.

» Configu re Def@ult_ Cc f__Bcc Email » (_:Dr_'lfir_;]ure Area [ Region Label

» (_:m_'lfir_;]u[e SMS _ » I?II Configuration

2. Click the Yes radio button to Hide Personally Identifiable Information.

Pl Configuration

Hide Personally identifiable information | ® ves |0 no

“Old Password :
‘Mew Password -

“Confirm Password :

£ 0
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3. Assign a password.

Pll Configuration

Save m Cancel

Hide Personally identifiable information :

® yes O No

‘0Old Password :

‘MNew Password :

‘Confirm Password :

4. Click Save.




To create Pll fields

Enabling the PIl password is just the first step to ensuring Pll fields are protected. Once you have
enabled the password you will want to select the fields that should be protected. This can be done from
the Form Generator in Sales or Information Manager.

1. From Admin, Under Sales or Information Manager select Manage Form Generator.

T Sales

Manage leads, lead sources, lead attributes, email campaign triggers, virtual brochure settings,
marketing costs and broker details etc.

» Sales Territories + Assign Lead Owners
Create new sales territories and manage the Assign lead owner to the leads.
axisting territories.

» Setup Sales Lead Owners » Define Unregistered States /

Configure users as lead owners. Provinces
Configure unregistered States/Provinces.

» Configure Service Lists » Configure Duplicate Criteria
Manage campaigns using various configured Configure criteria for determining duplicate
services. leads.

» Configure Co-Applicant » Manage Form Generator
Relationship Manage different forms (Primary Info,
Configure co-applicant relationship with Personal Profile, etc ) available in the Sales
primary applicant. module.

2. Click Continue.

» Access to fields containing "PII" or Personally Identifiable Information requires a password.

» Even if a field is Active or Mandatory by default, its Pll status or Display Label can be modified.
»  Document Management

»  Built-in document fields cannot be deleted but their Field Display Labels can be modified.

» Custom document fields can be Added /Modified/Deleted.

» Documents can have subject associated for collecting additional information.

3. Click the tab you want to update.

ELRVEGERE Add New Tab | Modify Tabs Position

No.  Tab Name Active Action

1 Co-Applicant

[- 24
2 Compliance [+ 24
3 Personal Profile [+ 34
4 Primary Info [+ 24
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4. Click the "X" under the PIl column to enable protection for that field.

Form Name - Qualification Details ¥ Add Section Madify Sections Position
ETET L EIRN G Ml Add New Field | Modify Fields Position | Add Document | Modify Section
MNo. Field Name Display Type Validation Mandatory Active Pll Keyword Action
1 Date Submission Date Date ® V4 - ® v
2 Date Date Date ® "4 = ) T
25 Social Security # Numeric Integer ® o ® ® T
25 Social Security # Numeric Integer ® o « ® v
26 Spouse Social Security & Numeric Integer =4 o o 4 Ov
2 Ll Lak C i L EV: H (=] r] 5] e

To view data in Pl fields
1. From the record you want to view, click on the lock icon.

Co-Applicants Sales > Lead Summary > Qualification Details > Mary Jones Lead Search

Compliance

Qualification Details for "Mary Jon | Show Lead Details Modify | Delete | View in PDF | Send Email | Log a Task | Log

Documents

Personal Profile .
Personal Information

Primary Info e

Date Submission: 10/20/2017 09:23 AM
Qual on De

Date :

Real Estate
Visit Name: Mary Jones
Candidate Portal Present Address : 1234 Main 5t
Demographics How many years at this address 7 - City - Restan
O ) T T Country - USA State / Province : Virginia
bQual

Zip / Postal Code: 85282 Work Phone :
Proven Match
Assessment Work Phone Extension - Home Phone : (555) 555-1212
TestTab -

Email: monica.fitchett@franconnect.com

gagaga

Previous Address :
gagagaqa

City : Country :

Fran Test 4 v
Sites State / Province : Zip / Postal Code :
Sltesnew Birth Date: """ @ Best Time To Call :

Home Ownership - Marital Status :

Docfield : Mot Available Social Security #: *****'6789 [F) |

2. Input the PIl password then click Unlock
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Enter Password to unlock the field

‘Password :

Field marked with * is mandatory.

X




